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Conventions Used in this Document

° Lists:

+ Numbered lists are used to show the steps involved in completing a task when
the order is important

+  Bulleted lists are used when the order is unimportant or to show alternatives

. Bold is used for menu items and for labels.
For example:
+ "Record a valid email address in 'From' email address"

+  Select Save from the File menu

e Jtalic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  "Copy the file before starting the installation”

+  "See Issuing a Card for further information"

e  Bold and italic are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product media.

e A fixed width fontis used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

e Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

e Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:  You must take a backup of your database before making any changes to it.
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Introduction

This document is a step-by-step guide to integrating the PrimeKey EJBCA Enterprise
PKI® certification authority with MyID®.

ECC support

MyID has been tested with the following ECC capabilities of the PrimeKey EJBCA
Enterprise PKI certificate authority:

=  Smart card key generation using ECC using P256, P384, and P521 curves.

Note: Support for this feature is limited by smart card type — see the Smart Card
Integration guide for details.

The following features are not currently supported with the PrimeKey EJBCA Enterprise
PKI certificate authority:

= |ssuing certificates with ECC keys to a software local store (CSP).

= |ssuing certificates with ECC keys as a .pfx file.

= |ssuing certificates with ECC keys to a mobile device.

= [ssuing certificates with ECC keys using the MyID SCEP interface.
= Issuing certificates with ECC keys to a Microsoft Virtual Smart Card.
= Issuing certificates with ECC keys to an Intel Virtual Smart Card.

= Issuing or recovering certificates with archived keys that use ECC.

Hardware and software requirements

The current version of MyID has been tested with:
=  PrimeKey EJBCA Enterprise PKI version 6.14.

See your PrimeKey EJBCA Enterprise PKI documentation for recommendations of the
hardware and software needed for PrimeKey EJBCA Enterprise PKI.

Prerequisites

The MyID application server must be able to communicate using secure HTTP/TLS with
the web service that is hosting the CA.

You must obtain an appropriate RA certificate for a configured PrimeKey jurisdiction.

PrimeKey EJBCA Enterprise PKI is a public-key PKI certification platform for registration
agents and remote users.

o  Create and configure the following entities:
¢+  CAfunctions:
s Certification Authority (CA).
s Crypto tokens (for storing CA keys).
s Publishers (if required).

EJBCA provides support for publishing certificates to LDAP and Active
Directory. Custom publishers require customized plugins.

See section 2.4, Configuring certification authorities when configuring a CA for
use within MyID.
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¢+  System functions:

a

Administration Roles.

Intercede

These roles are used to control access to CAs and administrator

functions.

Services.

Various timed services are available to carry out periodic system
functions and checks. Services for publishing CRLs and publishing
certificates must be enabled. The HSM service is required if using HSM

for storing cryptographic tokens.

The supported services you may need to configure are:

®  CRLUpdater to periodically update the CRL from the required CAs.

= publisherQueueChecker to periodically check the publication

queue.

o  Configure the certificate profiles.

These determine the non-user specific content and behavior of certificates. The
largest part of the settings controls the information that is included in a certificate
that is issued using the certificate profile, and the source of the information. See
section 2.5, Configuring certificate profiles for constraints when configuring a
certificate profile for use within MyID.

e  Configure end entity profiles.

These are used to control the information that is present when configuring an end
entity. An end entity profile specifies one or more certificate profiles that is used
when generating certificates. The combination of an end entity profile and a
certificate profile is used to control the information that is present in an issued
certificate.

Although an end entity profile may reference multiple certificate profiles, MyID
treats the combination of an end entity profile and a certificate profile as a
certificate policy, and therefore end entity profiles used within MylD must reference
only a single certificate profile.

See section 2.6, Configuring end entity profiles for constraints when configuring
end entity profiles for use within MyID.

See the PrimeKey EJBCA documentation for details on how to configure the above

entities.
1.4 Change history
Version Description
INT1975-01 Released with MyID 11.0.
INT1975-02 Released with MyID 11.1.
INT1975-03 Released with MyID 11.2.
INT1975-04 Released with MyID 11.3.
INT1975-05 Released with MyID 11.4.
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2.2
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Configuring MyID

This section describes how to configure the PrimeKey EJBCA Enterprise PKI to provide
RA function for the management of user entities and certificate issuance through MyID.
Several constraints on the configuration of PrimeKey EJBCA Enterprise PKI entities are
imposed to ensure that the configuration is compatible for RA management through
MyID. These constraints are described in this section.

Administering EJBCA CA

Before you configure the CA through the web browser Ul, you must request a certificate
for a CA administrator. The CA administrator certificate is used to provide a secure
connection with the EJBCA,

An administrator certificate is created as part of the EJBCA PKI installation process.

You can administer the CA through the installation server command line interface or
through the web browser Ul. The Ul provides two main pages for administrating the CA:

e  An Admin Web interface for various CA, RA and system level configuration
functions.

The admin web is typically located at:
https://my.primekey.com:8443/ejbca/adminweb

e An RA Web for managing users and user certificate requests.

The RA web is typically located at:
https://my.primekey.com:8443/ejbca/ra

Establishing a secure connection with the CA

The certificate path, for the RA and CA administrator certificates, must be trusted to
establish a secure connection with the CA. Where the certificate issuing CA is a
PrimeKey EJBCA CA, you can retrieve the certificate for the issuing CA from the public
part of the PrimeKey EJBCA web site; for example:

http://my.primekey.com:8080/ejbca/retrieve/ca certs.jsp

You must then add the certificate to the Trusted Root Certification Authorities store.

Configuring the MyID RA user

Before MyID can access your PrimeKey PKI, you must have an RA user, with
appropriate access, to enable MyID to manage certificates on the CA. A Registration
Authority (RA) certificate is required for this RA user to provide a secure communication
between MyID and the web service hosting the CA. When requesting the certificate,
make sure that the request has the Export Private Key option set.

You must copy the RA certificate to the MylID application server. You use the location of
the certificate to set the key store location when configuring the CA; see section 2.8,
Configuring MyID.

Although you can specify the location and password of a PFX key store when
configuring the CA, you are recommended to enroll the PFX into a CSP or KSP for the
MyID COM+ user. Then, export the imported certificate to a certificate file. Use the
location of this file when configuring the CA.
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Configuring end entity and certificate profiles for an RA User certificate

You must configure a suitable end entity and certificate profile to use when issuing an
RA user certificate.

The end entity profile must have the following configuration:
e  Subject DN Attributes
¢+ Common Name
The certificate profile must have the following configuration:
o  Key Algorithm — RSA 2048 bits.
e  Allow subject DN override by End Entity Information — Enable.
o Key Usage — Digital Signature, Non-Repudiation, Key Encipherment.
o Extended Key Usage — Client Authentication.

Both the end entity and certificate profile must reference the CA that is going to be used
to issue the certificate in section 2.3.2, Creating a MyID RA User.

See the PrimeKey EJBCA documentation for details on how to configure the above
entities.
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2.3.2 Creating a MyID RA User

Create a MyID RA user through the EJBCA RA Web using the Enroll > Make New
Request option. The MyID RA user certificate must be signed by an appropriate CA in
the EJBCA; for example:

Make Request
Select Request Template

Cemiicaie Type  ERIECU-S

!

Gl

Cestificate sublype  [JEERIY

A ManagementCA idetsul)[~]

Key-palr generation o On SEVES
& Prowiced by user

Select key algorithm

Key algorithm F2A 2048 bis

Prowide request info

Subject DN Attributes

CH, Common Mame *

Subject Alternative Name Attributes
DNE Name

MSs GUID, Globally
Unique ldenilar

Provide User Credentials

Usemame

Enrciment code

Confim enroliment
Code

Confirm request

1= DE-m?JE;'IEJ Mame CH—Hanagaman A, -EJECA Coucsa, C-3E
Subject DisEnguished Name CH-MyTD

Subject Altemative Name

Public Key Speciicalian

Vialdity
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Enroll the user certificate by clicking the Download PKCS#12 button. You can then use
the downloaded certificate with MyID; the password is provided in the Enroliment code
field.

Note: To allow the establishment of a secure connection, you must configure the
EJBCA server to trust the CA that is used to issue the certificate.

Configuring MyID RA user access

The roles assigned to the RA user used by MyID define the MyID administrative
capabilities. You can assign access rules for a role when creating the role, as described
below, or after creating the role using EJBCA GUI Roles > Access Rules option.

Although MyID acts as an RA administrator, the default RA Administrator template
access rules do no provide sufficient access to enable MyID to validate and synchronize
the policies of the EJBCA. As such, you need the Advanced Mode to configure the
access rules.

At minimum the user must have the following access rules assigned:

Configuration Option Setting

Role MyID RA Administrator

Authorized CAs Access to all Certificate Authorities.
Regular access rules = Default RA Administrator access rules

= View certificate profile
= View end entity profiles

End Entity Rules = Create, Delete, Edit, Revoke, and View End
Entities.

= Key Recover End Entities.

End Entity Profiles Provide access to all the end entity profiles, or at
least those end entity profiles associated with
MyID. Even if access is provided to all end entity
profiles, only those profiles that reference one or
more of the CAs used by MyID will be visible
within MyID as certificate policies.

Validators None.
Internal key binding None.
Other rules None.
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The following shows the minimum configuration options in the Regular Access Rules
settings when configuring the access rules in advanced mode:

Edit Access Rules[?]
Administrator Role : RA Administrator

Role Based Access Rules

O allow O Deny @ Inherit (Deny)

fadninistrater/ ® alow O Deny O Inherit

Regular Access Rules

fea_functimnity) © alkw O Dany @ inheri
fea_functiceality activate_caf O Allaw O Deny @ Inherlt
fca_functiomat1ty/apprave_casctioas © alkw O Dery @ Iheri
fca_functiosallty/croate_certificata/ ® alow O Dery O Inherit
Jca_functiceallty/create_crlf © alow O Deny @ Inherit
fea_functiceallty/edlt_approval peofiles/ O allow O Deny @ Inherit
fea_functioaality adle_blacklist/ O allaw O Deny @ Inherit
fea_functiceality/edit_caf O allow O Dery @ Inherit
fca_functiomality/edlt_cartificate_profiloss © alkw O Dery @ Iheri
fca_functiosallty/adit_publishers O alow O Dery @ Inherit
jca_functiceality/edit_validator/ QO alow O Deny @ Inherit
fea_functiceality/ranes_caf O nlow O Deny @ Inherit
fea_Functionallty/iow_apprenal_peoFiles) O allaw O Dany @ Iheri
fea_functioeallty/view_caf O alow O Dery @ Inherit
fca_funct iomal1ty/uiom_cartificates © alkw O Dery @ Iheri
fca_functiosallty/view_certificats_profllas) ® alow O Dery O Inherit
fea_functiceality/view_publisher) © allow O Deny @ Inherit
fca_functioeality/view validator/ O allow O Deny @ Inherit
fra_functionstity) © allaw O Dany @ heri
fra_functiomality/apprava_snd_sntitys ® alkw O Dany O nherit
fra_functiomal1ty/craata_nd_wntitys ® alkw O Dery O nhert
fPa_FuncTiomality/delate_and_encity/ ® Alaw O Deny © Inherit
Jra_functioeallty/adlt_and entity) ® alow ) Dery O Inherit
Jra_functioeality/odls_and entity profiles O allaw O Deny @ Inherit
fra_functisaality/odit_usor data_seerces) O allaw O Dany @ heri
fra_functiomatity keyracoverys ® alkw O Dany O inherit
fra_functioeality/revaks_snd_entitys @ allaw O Deny © Inherit
/73 _FuncTicRa11ty viow_appravalss @ alaw O Dery O inherit
Jra_functioeallty/vle_and_entity) ® alow O Dery O Inherit
fra_functionality/view end entity REstory) ® allow O Deny O Inherit
fra_FunctisaslLty ulow_ond_ont 1ty pesFiloss ® allw O Dany O nheri
Foervicas/estt) & Allow O Deny @ Inherit
Fsmrvices iview 2 alow O Deny @ Inherit

You can configure an RA administrator role, if not already provided by default, using the
administrator RA Web Role Management > Roles option.
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2.4

Adding the MyID RA user to the RA Administrator role

Add the MyID RA user to the MylD RA Administrator role using the Add Role Member
option in the RA Web Role Management > Role Members option; for example:

Add Role Member

ManagemeantCa[~]

CM, Cormmon Mame

MylD

MylD R& User

In the above example, the subject common name is used to determine the user role,
and hence their capabilities.

You can also add a user to a role through the EJBCA Adminweb using the
Administrator Roles > Members option.

Configuring certification authorities

Before you add a PrimeKey EJBCA CA into MyID, you must configure the CA on the
PrimeKey EJBCA.

See your PrimeKey EJBCA documentation for details.

The following restrictions are imposed on configuring a CA to ensure that MyID can
manage certificates using the CA, and to prevent performance degradation due to
unnecessary database queries.

Configuration Field Purpose Enforcement

Type of CA Controls the type of X.509
certificates that can be
issued by the CA, X509

or CVC.

Crypto Token Token where the CA's PKCS#11 HSM slot
key mappings are mapping, or a Soft
expected to exist. PKCS#12 keystore in the

database.

A PKCS#11 crypto token
requires additional
common fields to be set to
identify the location of the
crypto token. See the
PrimeKey EJBCA
documentation for details.
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Configuration Field

Purpose

Enforcement

Enforce unique public
keys

When enabled, checks
are performed that the
same public key is not
used to issue certificates
using different certificate
policies (users are
associated with
certificate policy when
used by MyID).

Disable

When enabled may affect
performance if the
database is not configured
with

(subjectKeyId, issuerDN)
database index.

Enforce unique DN

Enforces that the same
DN cannot be used when
issuing policies using
different certificate
policies.

Disable

Enabling this option would
prevent a user being
issued certificates using
different policies but the
same DN.

Enforce unique Subject
DN Serial Number

Ensures that only one
end entity, with a specific
Subject DN Serial
Number, can be issued
from this CA.

Disable (default)

Enabling this option can
affect certificate issuance
performance and prevent
the same user being
issued certificates using
different certificate policies
if Subject DN serial
number is used.

Use Certificate Request
History

Maintain a history of
Certificate Requests.

Disable (default)

Enabling this option will
lead to reduced certificate
issuance performance.

Use User Storage

Allows users (end
entities) to be searched.
When enabled, a
certificate can only be
requested for stored
users (end entity).

Enable

You can disable the option
to improve performance
when the CA is not being
used for escrow.

You must enable this
option when using the
PrimeKey PKI CA for key
€scrow.

Use Certificate Storage

Stores issued certificates
to enable certificates to
be retrieved and provide
revocation information.

Enable (default)

Required to provide CRLs
although it does have the
effect of reducing
performance.

You must enable this
option when using the
PrimeKey PKI CA for key
escrow.

PrimeKey EJBCA Integration Guide
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Configuration Field Purpose Enforcement

Default CA defined Configure a CRL If you need to validate

validation data distribution point OCSP certificates against a CRL,
default service URI. the CRL publishing service

A CRL pUb'lShlng service must be enabled to publish

; ; A the updated CRL

is required to periodicall

pUb':qSh the CgL y periodically; the Mle
application server must be

able to access the
Certificate Revocation List
(CRL) location, and if
configured, the OCSP
default service URI.

Certificate profiles used to
issue certificates that are
published with the CA
must have the Access
Information Access, as
well as the Use CA
defined CA issuer and/or
the Use CA defined
OCSP locator options
enabled; see section 2.5,
Configuring certificate

profiles.
Approval Settings Provides default approval | None
set’;ings for the relevant Enabling these prevents
options. operations being

completed until the
operation has been
approved.

Finish User Checks if an end entity Enable
should transit from New Disabling this setting

to Generated after prevents the end entity
issuing a certificate. from being created in a
specific table within
PrimeKey database. This
will prevent the EJBCA
"republish all" CLI
command from failing
when attempting to publish
an issued certificate to an
external database.
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25 Configuring certificate profiles

The following restrictions are imposed on configuring certificate profiles that are used for
issuing certificates to users to ensure that MylD can manage certificates using the CA.

Configuration Field

Purpose

Enforcement

Type

Type of entity using the
certificate profile.

End Entity

Available key algorithm

List of allowed key
algorithms that public key
used in the certificate
request.

Select RSA if the profile is
to be used for issuing
RSA certificates.

Select ECDSA if the
profile is to be used for
issuing ECC certificates.

You can use a profile for
both RSA and ECDSA
keys.

Available bit lengths

List of allowed key sizes
that the public key used in
the certificate requests
must comply with.

Ensure that the required
bit lengths are selected.
Bit lengths supported by
MyID are:

RSA: 1024, 1536, 2048
and 4096

ECDSA: 256, 384 and
521

Validity Offset

A validity offset can be
configured to handle to
handle clock skew.

The offset adjusts the
certificate validity
start/end times when the
corresponding validity
time is specified as a
relative time.

The default validity offset
is used if an offset is not
specified.

To prevent a certificate
lifetime exceeding the
required certificate
lifetime, MyID specifies
the certificate start time
only in terms of relative
time. The certificate end
time is specified as a fixed
time. Hence the validity
offset is applied only to
the certificate start time.

Allow validity override

Enables the default
certificate validity period,
specified in the certificate
profile, to be overridden
by the validity period in
the certificate request.

Enable

MyID allows the required
validity period to be
overridden by the setting
the credential profile used
to issue the certificate.

The policy validity period
should not be modified
through the Certificate
Authorities workflow, as
the change would get
overwritten on the next
policy synchronization.

PrimeKey EJBCA Integration Guide
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Configuration Field

Purpose

Enforcement

Allow extension override

When enabled, allows
X.509 certificate
extensions featured in a
certificate request to be
honored. Externally
supplied extensions are
added "as-is". Matching
extensions already
supplied in the certificate
profile are overridden.

Further override control
can be provided by
providing a comma
separated list of OIDs
specifying the extensions
that may (or may not) be
overridden.

When this option is
disabled, the default
certificate profile
extensions are used and
the end entity subject DN
is taken from the
registered entity LDAP
setting.

Enable

MyID provides dynamic
extension data that is
written to the certificate.

Allow subject DN override
by CSR

Allows the X.509 subject
DN in a certificate to
come directly from the
PKCS#10 included in the
certificate request rather
than from the registered
end entity LDAP DN
entry.

You must disable this
option for certificate
profiles that are used for
key escrow policies, as
PKCS#10 is not provided
in the certificate request
for these policies.

Normally this option is
enabled for non-key
escrow policies, although
you can disable the option
if the subject DN is being
generated using the policy
attributes.

You must enable either
this option or the Allow
subject DN override by
End Entity Information
option, as end entities
may not be registered in
LDAP depending on the
CA configuration.

See section 2.8.3,
Configuring attributes for
information on configuring
policy attributes.

PrimeKey EJBCA Integration Guide
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Configuration Field

Purpose

Enforcement

Allow subject DN override
by End Entity Information

Allows the X.509 subject
DN in a certificate to
come from the end entity
information supplied in the
certificate request rather
than from the registered
end entity LDAP DN
entry.

When enabled, the
subject DN is dynamically
generated using the
certificate authority policy
attribute configuration.

The Allow subject DN

override by CSR option
takes precedence, when
enabled, over this option.

See section 2.8.3,
Configuring attributes for
information on configuring
policy attributes.

Allow Key Usage Override

When enabled, allows the
key usage to be
overridden by the
certificate request.

Disabled (default)

The option is not currently
used by MyID.

Use certificate storage

Issued certificates are
stored in the database to
provide certificate
management and CRLs.

Enabled

Note: This may impact on
certificate issuance
performance.

CRL Distribution point

The CRL Distribution
point information enables
a client to verify a
certificate using the
provided URI.

Enable

Certificate Policies

Policy OIDs may be set to
indicate that certificates
issued using this profile
are for a specific purpose.

Enable the Use option
and specify the required
policy OIDs to ensure that
certificates issued using
the profile assert the
required policy OID as
specified by the
appropriate common
policy requirement; for
example, PIV model
policies may be required
to assert policy OIDs to
satisfy the X.509
Certificate Policy for the
U.S. Federal PKI
Common Policy
Framework.

PrimeKey EJBCA Integration Guide
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Configuration Field

Purpose

Enforcement

X.509v3 extensions

This group of
configuration options is
used to control which
X.509v3 validation data
extensions URIs are
asserted by certificates
issued with this profile.

Enable the Use option for
the extensions according
to the common policy
requirements; for
example, PIV model
policies may be required
to assert the CRL
Distribution Points and the
OCSP Service Locator
URls.

It is recommended that
the URI values are
inherited from the CA
configuration rather than
being specified within the
profile.

Used Custom Certificate
Extensions

Selects custom
extensions, configured
through the custom data
in System
Configuration, as
described in section 2.9,
Configuring custom
certificate extensions.

Selected custom
extensions are, by default,
treated as mandatory, and
the extension default
value is used if an
override value is not
provided in the certificate
request.

Select the required
configured custom
extensions.

Custom extensions, as
described in section 2.9.1,
Setting up the custom
extensions in MyID, are
added to a policy only if at
least one custom
extension has been
selected in the
corresponding certificate
profile.

Approval settings

Provides default approval
settings for the relevant
options.

None (default)

Enabling these prevents
operations being
completed until the
operation has been
approved.

Available CAs Determines which CAs You must at least select
can use this certificate the CA that was specified
profile for certificate in the CA Path field when
issuance. configuring the CA

through the Certificate
Authorities workflow.
Publishers Controls where the Select if certificates

certificate is published.

issued using the
certificate profile are
required to be published.

Single Active Certificate
Constraint

Controls if multiple active
certificates can be issued
to an end entity.

Disable (default)

Enabling this option
prevents MyID from
issuing multiple
certificates using the
same certificate policy.
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2.6 Configuring end entity profiles

The following restrictions are imposed on configuring end entity profiles that are used
for issuing certificates to users to ensure that MylD can manage certificates using the

CA.

Configuration Field

Purpose

Enforcement

Username

Controls if the username
for the end entity is
automatically generated.

Disable auto-generated

MyID provides the
username based on the
end entity profile name.

Password (Enrolment
Code)

Password is used for key
and certificate recovery.

Disable auto-generated

Enable the Required
option for profiles being
used for key escrow
certificates, as a
password is required to
recover the server-
generated keypair.

Passwords are not
required for non-key
escrow certificates, as
certificates issued using
the profile do not need to
be recovered.

Maximum number of
failed login attempts

Used when the EJBCA is
also validating login
attempts using the
configured password.

Disable

Batch generation (clear
text pwd storage)

Password is used to
authenticate PKI

Required to be enabled
for key escrow certificate

requests. profiles only.
End Entity E-mail Email is used for Disable
notifications.

The EJBCA is not used
for sending notifications.
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Configuration Field

Purpose

Enforcement

Subject DN Attributes

Controls which DN
attributes can be
configured in the Subject
DN.

This configuration is used
to populate the certificate

policy extensions in MyID.

Do not set if using the
subject DN attribute from
the PKCS10 in the
certificate request, see
section 2.9.2, Additional
attribute settings.

Check the Required
option if the attribute is
mandatory. A certificate
request will fail if a
mandatory attribute is not
supplied in the certificate
request even if the subject
DN attributes are being
taken from the supplied
PKCS10 data.

See section 2.8.1,

Enabling certificates on a
CA for details of mapping
policy attributes in MyID.

Check the Modifiable
field if the value can be
modified. This option is
normally enabled unless
there is a specific reason
for wanting a static
attribute value in the
issued certificates.

You must specify a static
value for any non-
modifiable attribute. This
value must not be
changed when configuring
the policy attributes in

MyID.
Other Subject Attributes Controls which SAN and As for Subject DN
Subject Directory Attributes.

attributes are required to
be configured in this
certificate policy.

This configuration is used
to populate the certificate

policy extensions in MyID.

When adding RFC 822
Name attribute, the Use
entity e-mail field option
is automatically enabled
and the Modifiable option
is disabled. An email
address is not set for an
end entity and therefore
you must disable the Use
entity e-mail option.

The Modifiable option
must also be enabled but
initially this may remain
disabled; in this case, you
must save the profile
setting and then re-edit
the profile to set the
Modifiable option.
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Configuration Field

Purpose

Enforcement

Default Certificate Profile

The certificate profile
used if a certificate profile
is not specified in the
certificate request.

MyID does not specify the
certificate profile in the
received certificate
request, therefore the
default certificate profile is
used.

Available Certificate
Profiles

Controls which certificate
profiles can be used in a
certificate request using
this profile.

You can leave this list
unselected, as the default
certificate will be added
even if it has not been
selected.

Available CAs Determines which CAs Must at least select the
can use this certificate CA selected in the
profile for certificate certificate profile
issuance. referenced by this profile.

Ensure that the profile
does not reference a CA,
including the default CA,
that is not referenced by
the referenced certificate
profile.

Default Token Controls the types of Must select User

certificates that may be
issued using this profile.

Generated.

Must also select P12
token for key escrow
certificate policies.

Key recoverable

Identifies that the profile
can be used to recover
the server-generated
encryption keys.

Check Use if the profile is
to be used for issuing key
escrow certificates;
otherwise, leave this
option unchecked.

Send Noatifications

Notification is sent when a
certificate is available for
collection.

Leave unset

PrimeKey EJBCA CA
must not be used for
sending notifications.

Key escrow policy configuration overview

This section provides an overview of the configurations required to support key escrow

policies:

1. Enable the Enable Key Recovery option in the Basic Configuration tab under

System Configuration.

You must set this first, as the key recoverable option is available in the end entity
profile only when key recovery is enabled.

2. Set the following configuration options in the end entity profile being used for
issuing key escrow certificates:

¢+ Password — check Required.

+ Batch generation (clear text pwd storage) — check Use and Required.

+ Key recoverable — check Use.

¢+  Subject DN Attributes — configure according to the required subject DN

attributes.
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2.8

3.

Check the following configuration options in the certificate profile being used for
issuing key escrow certificates:

+ Available key algorithm — select RSA.

+ Signature algorithm — select the required RSA hashing algorithm.

¢+  Allow subject DN override by CSR — Uncheck Allow.

+  Allow subject DN override by End Entity Information — Check Allow.

Configuring MyID
Configure the PrimeKey PKI CA using the Certificate Authorities workflow.

1.

Put the RA certificate file on the MyID application server.

Note: The MyID named COM+ user must have access to this file.
From the Configuration category, select Certificate Authorities.
Click New.

From the CA Type drop-down list, select EJBCA.

(@ MylD Desktop — m] X

Certificate Authorities

Certificate Authority W

CA Name: | | CA Description: | |

CAType: [EJBCA ¥ Retry Delays: [15;60;60;60;60;120;180;360;3600;864(

CA Path: | |

Enable CA:

Service Point: | |

Connec: tion Type: Certificate @ PFX O

Certificate Store: |

Type a CA Name.

This is a friendly name that is used to identify the CA.

Type a CA Description.

This is a description for the CA.

Set the Retry Delays.

This is a semi-colon separated list of elapsed times, in seconds.
For example, 5;10;20 means:

+ If the first attempt to retrieve details from the CA fails, a second attempt will be
made after a 5 second delay.

+ If this second attempt fails, the CA will be contacted again after 10 seconds.

¢+ Subsequent attempts will be made to retrieve information every 20 seconds,
until a response is received.
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If you want to limit the number of retry attempts, enter 0 as the last number in the
sequence.

The default is:
15;60;60;60;60;120;180;360;3600;86400;0

This retries after 15 seconds, then after a minute four times, then two minutes,
three minutes, six minutes, an hour, 24 hours, then stops.

8. Type the CA Path.

The CA name as configured on the EJBCA. The name is not case-sensitive.
9. Make sure that the Enable CA checkbox is selected.
10. Type the Service Point.

This is the full URL for the PrimeKey-hosted certification authority web service; for
example:

https://myserver.com:8443/ejbca/ejbcaws/ejbcaws

Note: The EJBCA web service APl is called ejbcaws, and is located in the
directory named ejbca/ejbcaws — therefore, the web service full URL ends with
the following:

/ejbca/ejbcaws/ejbcaws

11. If your RA private key is enrolled in a CSP or KSP, as described in section 2.3,
Configuring the MyID RA user:

a) Forthe Connection Type, select the Certificate option.
b) Type the location of the certificate file in the Certificate Store box.

For example:

C:\PrimeKey\RACert.cer
12. If your RA certificate is held in a PFX file:
a) Forthe Connection Type, select the PFX option.
b) Type the location of the certificate file in the PFX Certificate Store box.

For example:
C:\PrimeKey\RACert.pl2

c) Type and confirm the password for the certificate (only required for a pfx or
p12 certificate store).

Note: You are recommended to enroll the private key into a CSP or KSP for
establishing the secure connection to avoid the additional overhead related to
using a p12 or pfx files.

13. Click Save.

You can now go back into the Certificate Authorities workflow and set up your
certificate templates.
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2.8.1

Enabling certificates on a CA

Note: Because of the way MylD manages PrimeKey PKI certificate template names, the
displayed Friendly name is the name of the end entity profile on the PrimeKey EJBCA
that references the CA as identified in the CA Name field.

Although all certificate templates are detected when you add the CA to MyID, they are

all initially disabled. To enable them:

1. From the Configuration category, select Certificate Authorities.

2. From the CA Name drop-down list, select the certificate authority you want to work

with.

(@ MylD Desktop

Certificate Authorities
Select A CA ]
CA Name: CA Deseription:  Primekey EJBCA Enterprise PKI
CA Type: EIBCA
CA Enabled: (]
Name Description Allow lssuance Reverse DN Archive Keys Supersaded
bayanmunkh-test On ECDSA Q Q (<} [x}
intest On ECDSA Q Q (<} [x}
SelfReg On ECDSA (] (] (<} [x}
user On ECDSA Q Q (<} [x}

3. Click Edit.

(D) MylD Desktop

Certificate Authorities

Certificate Authority W

CAName: [TESTCA

CA Type: EIBCA

CA Description: [Primekey CA

Retry Delays: [15;60;60;60;60;120;180;360;3600;864

CAPath: [(h=TEsTCA

Set Certificate Store: [

Enable CA:

Reset Connection: []

Available Certificates.

(CSCA On TESTCA

* EP.TestConfigUser On TESTCA
intest On TESTCA
MSCODESIGNING On TESTCA
TestMS Logon Cert On TESTCA
user On TESTCA

* = Enabled Policy

[ Enabled (Allow Issuance)

Display Name:
Description:

Allow Identity Mapping:
Reverse DN:

Archive Keys: |

Certificate Lifetime:
Automatic Renewal:
Certificate Storage:
Recovery Storage:
Key Algorithm:

Key Purpose:

[bayanmunkh-test On TESTCA |

77

® Hardware O Software

2

® Hardware O software © Both © None
RSA 2048 W

Signature and Encryption ¥
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Make sure Enable CA is selected.

Select a certificate template you want to enable for issuance within MyID in the
Available Certificates list.

Click the Enabled (Allow Issuance) checkbox.

Set the options for the policy:

*

*

*

Display Name — the name used to refer to the policy.
Description — a description of the policy.

Allow Identity Mapping — used for additional identities. See the
Administration Guide for details.

Reverse DN — select this option if the certificate requires the Distinguished
Name to be reversed.

Archive Keys — select whether the keys should be archived. For policies
configured for key archive, set this option to EJBCA Client.

Certificate Lifetime — the life in days of the certificate. This is defaulted to the
maximum allowed life imposed by the certificate policy on CA.

Automatic Renewal — select this option if the certificate is automatically
renewed when it expires.

Certificate Storage — select one of the following:
o Hardware — the certificate can be issued to cards.
a Software — the certificate can be issued as a soft certificate.

o Both — the certificate can be issued either to a card to as a soft
certificate.

Recovery Storage — select one of the following:
o Hardware — the certificate can be recovered to cards.
o Software — the certificate can be recovered as a soft certificate.

o Both — the certificate can be recovered either to cards or to a soft
certificate.

= None - allows you to prevent a certificate from being issued as a historic
certificate, even if the Archive Keys option is set. If the Certificate
Storage option is set to Both, the certificate can be issued to multiple
credentials as a shared live certificate, but cannot be recovered as a
historic certificate.

Additional options for storage:

If you select Software or Both for the Certificate Storage, or Software,
Both, or None for the Recovery Storage, set the following options:

= CSP Name - select the name of the cryptographic service provider for
the certificate. This option affects software certificates issued or
recovered to local store for Windows PCs.

The CSP you select determines what type of certificate templates you
can use. For example, if you want to use a 2048-bit key algorithm, you
cannot select the Microsoft Base Cryptographic Provider; you must select
the Microsoft Enhanced Cryptographic Provider. See your Microsoft
documentation for details.

o Requires Validation — select this option if the certificate requires
validation.

Note: This option is available only if you select Software or Both for the
Certificate Storage option.
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o Private Key Exportable — when a software certificate is issued to local
store, create the private key as exportable. This allows the user to export
the private key as a PFX at any point after issuance.

It is recommended that private keys are set as non-exportable for
maximum security.

Note: This setting affects only private keys for software certificates —
private keys for smart cards are never exportable.

s User Protected — allows a user to set a password to protect the
certificate when they issue or recover it to their local store.

This means that whenever they want to make use of the soft certificate,
they will be prompted for a password before they can use it. This is a
CSP feature that is enabled when you set this option, and affects only
software certificates that are issued or recovered to local store for
Windows PCs.

+ Key Algorithm — select the type and length of the key-pairs used for
certificate generation. A longer key length is more secure but certain
manufacturers' CSPs do not support longer lengths. Select the appropriate
key length from the list. This must match the key type and length set up in
your CA.

+ Key Purpose — select one of the following:
= Signature — the key can be used for signing only.

= Signature and Encryption — the key can be used for either signing or
encryption.

Note: The Key Purpose option has an effect only where the device being
issued supports the feature. PIV cards do not support this feature, while smart
cards issued with minidrivers and software certificates issued to local store for
Windows PCs do support this feature.

8. If you need to edit the policy attributes, click Edit Attributes.

Policy Attributes

Attribute Type Value
Organizational Unit Dynamic Vv isati i
Organization Not Required

User Principal Name(MS UPN) Not Required
Gender Not Required

* = Mandatory attribute

# = Recommended attribute

a) For each attribute, select one of the following options from the Type list:
o Not Required — the attribute is not needed.
= Dynamic — select a mapping from the Value list to match to this attribute.
= Static — type a value in the Value box.

b) Click Hide Attributes.

Note: MyID may not override the settings of the CA. You need to obtain the correct
settings from the administrator of your CA.

9. Click Save.

Note: Changes made to certificate profiles do not take effect immediately, as the normal
interval for MyID to poll for updates is 50 minutes. To force MyID to poll for changes
immediately, you must manually restart the eKeyServer service, then restart the
eCertificate service.
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Mapping the additional attributes

You must use the Edit Attributes option for each certificate policy in the Certificate
Authorities workflow to set up a mapping or a static value for each of the additional
attributes that you want to pass in the certificate request. See section 2.8.1, Enabling
certificates on a CA for details

Configuring attributes

The end entity profile configuration is used to determine which attributes are available
for the corresponding certificate policy within MyID.

The following shows an example of configuring Subject DN Attributes:
Subject DN Attributes [?]

Subject DN Attributes | emailAddress, E-mail address in DN v| | Add

CM, Commeon name | |

[ Required Modifiable [ validation

OU, Organizational Unit | |

[+ Required W Modifiable [ validation

0, Organization | |

| Required Modifiable [ validation

C, Country (IS0 21&8) |UK |

| Required [ modifiable Validation

The following subject attributes are defined in the above example: Common Name
(CN), Organizational Unit (OU), Organization (O), and Country (C). Of these, the CN
and OU attributes are mandatory, and C has a non-modifiable static value.

Note: The default value for an attribute is used only if the attribute is not modifiable.

The available Subject DN and Subject Alternative Name attributes are limited to the
attributes that are supported by the EJBCA, not all of which are supported by MyID. The
attributes for which MyID provides a dynamic mapping, for the inserted attribute value,
are listed below:

Ejbca End Entity Attribute Group MyID Attribute Mapping

Profile Attribute

Common Name Subject DN Common Name

Domain Component Subject DN Domain

First Name Subject DN First Name

Full Name Subject DN Full Name (name)

Organizational Unit Subject DN Group Name or
Application Group

DN Serial Number Subject DN Serial Number

Surname Subject DN Surname

Title Subject DN Title

RFC 822 Name Subject Alt-Name | Email

(e-mail address)

FASC-N Subject Alt-Name | FASC-N (Hex)

User Principle Name Subject Alt-Name | User Principle Name

Uniform Resource ID Subject Alt-Name | UUID (ASCII)

You can use attributes for which MyID does not have default dynamic mapping, but
these would require static value or custom implementation.
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Note: You must not set dynamic mappings of attributes to Organizational Unit or
Distinguished Name, as these may be made of multiple attribute components and
therefore will result in the certificate request being rejected by the EJBCA.

Note: You must supply a mapped value if the attribute is configured as being mandatory
in the end entity profile in the EJBCA.

Deleting a CA

You can delete a CA from the list of available CAs if you no longer need to be able to
work with it, or if you created it in error.

See the Administration Guide for details.

Configuring custom certificate extensions
Note: Only non-PIV custom extensions are currently supported.

PrimeKey EJBCA Enterprise PKI provides support for custom extensions to be added to
a certificate.

The required extensions are first configured in the PrimeKey EJBCA through the
Custom Certificate Extensions settings in the System Configuration as shown:

D 0
Object Identifier (OID) [0.1.0.01 |
Label |myExten5ion
Extension Class Basic Certificate Extension jig
Critical O
Properties
Key Value
dynamic ||true v
encoding|[ DERBITSTRING V|
value || String |

Save

The OID is the extension that is added to the certificate.
Inclusion of a custom extension in a certificate requires that:

e  The associated certificate profile references the required custom extension through
its Used Custom Certificate Extensions setting.

e The use Custom certificate extension data option is enabled in the
corresponding end entity profile.

Further information about managing these custom extensions is described in the
PrimeKey EJBCA administration guide.

Setting up the custom extensions in MyID

MyID is unable to interrogate the PrimeKey EJBCA system configuration through the
web service interface and, although it can identify that a certificate profile is referencing
custom extensions, it cannot extract the extension details. Therefore, custom
extensions cannot be automatically added to certificate policies within MyID.

Therefore, these custom extensions are identified through a custom extensions
configuration file: EjbcaPKIConnector.xml. All custom extensions are defined in this
file within an XML <Extensions> node. Each custom extension is defined in an
<Extension> node.
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For example, a configuration with two custom extensions would look like:

<Extensions>
<Extension displayType="optional">
<Name>MyExtnsion</Name>
<DisplayName>My Extension</DisplayName>
<0ID>0.1.0.01</0ID>
</Extension>
<Extension displayType="mandatory">
<Name>MyExtnsion2</Name>
<DisplayName>My Extension 2</DisplayName>
<0ID>0.1.0.02</0ID>
</Extension>
</Extensions>

The EJBCA connector attempts to load the custom extensions file from the MyID
components folder on the MyID application server; by default, this is:

C:\Program Files (x86)\Intercede\MyID\Components\

A default EjbcaPKIConnector.xml file, containing only the PIV NACI extension, is
installed in the EJBCA installation folder on the MyID application server; by default, this
is:

C:\Program Files (x86)\Intercede\MyID\Components\PKI\EJBCA\

You must add any additional custom extension to this file, then copy the file to the MyID
Components folder.

As MyID cannot determine which custom extensions are being referenced by the
individual policies, all custom extensions identified in the configuration file are added as
policy attributes to any policy that references a custom extension on the PrimeKey
EJBCA. It is up to the administrator to configure the required attributes through the
Certificate Authorities workflow, as described in section 2.8.1, Enabling certificates on
a CA.

Although an extension can be set to mandatory or optional within MyID, any referenced
custom extensions are treated as mandatory by the EJBCA with the default value,
configured in the system configuration, being used if a value is not supplied.

Note: The OID value of these custom extensions must match the extensions configured
in the System Configuration in the PrimeKey EJBCA.

Note: After you have made any changes to this file, you must restart the eCertificate
service to update the certificate policies within MyID.

1.  From the Windows Administrative Tools, double-click Services.

2. Right-click the eCertificate Services Server service, then from the popup menu

click Restart.
2.9.2 Additional attribute settings

The following table shows the configuration required to support the additional attributes

and custom extensions
Certificate Profile End Entity Profile MyID certificate policy

attributes
Allow Extension override: Enabled Configure attributes in Configure certificate policy
and Subject DN Attributes. attributes as described in
. . section 2.8.1, Enabling

Allow subject DN override by End certificates on a CA.

Entity Information: Enabled

and

Allow subject DN override by CSR:
Disabled
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Certificate Profile

End Entity Profile

MyID certificate policy
attributes

Allow Extension override: Disabled
or

Allow subject DN override by CSR:
Enabled

Subject DN Attributes
are not used and therefore
not required to be
configured.

Attributes not present.

Allow Extension override: Enabled

and

Subject Alternative Name: Enabled
X.509v3 extensions Mames

i use...

Subject Alternative Name

The required attributes are
required to be configured
in Subject Alternative
Name.

Configure certificate policy
attributes as described in
section 2.8.1, Enabling
certificates on a CA.

Allow Extension override: Enabled
and
Subject Directory Attributes: Enabled

X.509v3 extensions Mames
Subject Alternative Name  [use
Issuer Alternative Name [?] M Use

Subject Directory Attributes ¥ Uze

The required attributes are
required to be configured
in Subject Directory
Attributes.

Configure certificate policy
attributes as described in
section 2.8.1, Enabling
certificates on a CA.

Allow Extension override: Enabled
and

The required custom extensions are
selected in Used Custom Certificate
Extensions.

Card Mumber Extension [?] [use

EmployeelD
myExtension

Used Custom Certificate Extensions

Enable Custom
certificate extension
data.

Note: MyID cannot
validate that this setting
has been enabled.

The required custom
extensions are required to
be configured in System
Configuration as described
in section 2.9, Configuring
custom certificate
extensions.

Configure the required
extensions in
EjbcaPKIConnector.xml
as described in section
2.9.1, Setting up the
custom extensions in
MyID.

Configure certificate policy
attributes as described in
section 2.8.1, Enabling
certificates on a CA.

The custom extensions
defined in the external file
are added to all PrimeKey
PKI certificate policies.
Only those extensions
required by the policy
should be configured
within MyID. Configuring
more custom attributes
than required may result in
a certificate request being
rejected due to
configuration mismatch.
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Attribute Mapping for PIV Systems

For PIV systems, you must set up the attributes of the PIV certificate policies to have
specific Dynamic mappings; see section 2.8.3, Configuring attributes for details.

EJBCA allows the certificate’s subject DN attributes to be extracted from the PKCS10 or
passed into the certificate request as end entity data. When using the subject DN from
the end entity data, the subject DN in the end entity configuration must be configured to
include all the required subject attributes, and the certificate profile must be configured
to take the subject DN extensions from the end entity information, as described in
section 2.9.2, Additional attribute settings.

The following tables provide an example configuration for PIV cards.

Note: The PIV Card Authentication certificate policy must not contain a mapping for
Email.

Common Name

The common name is either obtained from the PKCS#10 passed in the certificate
request, or through providing dynamic mapping in the subject DN attributes setting in
the end entity profile; see sections 2.8.3, Configuring attributes and 2.9.2, Additional
attribute settings.

Publishing policies

Policy publishing is controlled through the Certificate Profile configuration for the
certificate policy. See section 2.5, Configuring cetrtificate profiles.

Attribute tables

The following tables show the recommended options for attribute mapping.

ManagedPKI PIV Account Signer

Attribute Value

Common Name Common Name

Publish policy No

ManagedPKI PIV Authentication

Attribute Value

Common Name Common Name
FASC-N FASC-N (Hex)

User Principle Name User Principle Name
Uniform Resource ID UUID (ASCII)

NACI NACI Status

Publish policy No

ManagedPKI PIV Card

Attribute Value

DN Serial Number

FASC-N (ASCII)

FASC-N

FASC-N (Hex)

Uniform Resource ID

UUID (ASCII)
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NACI NACI Status
Publish policy No
ManagedPKI PIV End User Encryption

Attribute Value

Common Name

Common Name

RFC 822 Email Email (optional)
Publish policy Yes
ManagedPKI PIV End User Signing

Attribute Value

Common Name

Common Name

RFC 822 Email

Email (optional)

Publish policy

Yes

PIV-l Systems

The FASC-N mapping is required for standard PIV cards, but is not permitted for PIV-I
cards. The Printable FASC-N mapping is set to FASC-N (ASCII) for PIV cards, and

UUID (ASCII) for PIV-I cards.

For example, for a PIV-I system, the following certificate policies would need to be
different from the example for a PIV system above:

ManagedPKI PIV Authentication

Attribute

Value

Common Name

Common Name

FASC-N

Not required

User Principle Name

User Principle Name

Uniform Resource ID UUID (ASCII)
NACI NACI Status
Publish policy’ No
ManagedPKI PIV Card

Attribute Value

DN Serial Number FASC-N (ASCII)
FASC-N Not required
Uniform Resource ID UUID (ASCII)
NACI NACI Status
Publish policy No

1 Certificate publication is controlled through the corresponding certificate profile configuration on the
EJBCA,; see section 3.2, Publishing policies. This configuration is not visible in MyID.
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4 Troubleshooting and Known

4.1 EJBCA audit logging

Issues

You can enable EJBCA audit logging when deploying the EJBCA, and can modify it

through the server command line interface.

See your EJBCA installation and administration guides for details.

When logging is enabled, the audit logs can be viewed by an administrator using the
View Log command through a web browser. You can apply a filter to reduce the number

of log entries as shown:

Column Condition Value

Current conditions

Event Not equals

Access Control

Certificate Authority Equals TestCA

®
®

[Certificate Authority V| ‘ + Add... |

|  clear all conditions | ¥ Automatic reload when conditions change

| 1 Download shown results | | | Download shown results as CMS | CMS signing CA :

= First | | 4 Previous | | Next » | | O Reload | Displaying resultsto 200. Entries per page : 40

Time ¥ & Event ¥ & Outcome ¥ 4 (Administrator ¥ = Module ¥
2018-03-20 10:16:11-0400 |Certificate Request Success CN=Superadmin Certificate
2018-03-20 10:16:11-0400 [Public Web User Authentication|Success CN=SuperAdmin CA

2018-03-20 10:16:11-0400 |End Entity Edit Success CN=SuperAdmin Registration Aut
2018-03-20 10:14:06-0400 |End Entity Edit Failure CN=SuperAdmin Registration Aut
2018-03-20 10:12:49-0400 |Certificate Create Success CN=SuperAdmin Certificate

Hover over or click the required Details column entry to view detailed information. To
download results, select the Download shown results option.
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4.2

4.3

Displaying certificates in RA Web

An administrator can view the details of issued certificates using the
Search > Certificates option. You can use filters to view only the required certificates,
as shown:

Search for Certificates

Partial subject distinguished name, subject sltemstive name, username or full serial number
oot

. Bhowless aptions

Max resuits. Issued after Expires after Revoked after

25 results 2018-05-01 Y M-dd HH:mmossZZ Y -MM-dd HH-mm:ssZF

Issued before Expires before Revoked before
YO -BM-dd HH:mm:-s=Z7 YO -MM-dd HH:mimcssZE O -MM-dd HH:mm:ssZ2
Serial End
CA  Profile number Subject Issued Expires Status entity ¥
am-tezz - meer - maEEE - emnizan e
ETEITTIST. 2 1134 8 - TE,I5-Tepusesed af AdeisleTestie
5 S o amr-zaean & P ek} My
e EmCanl B 5 (Rt acaz-23-m B FiVCaRir \iew
©a e {EEZEIITTTIE EallsEE=CHsED
= | TEUEEEEE O maiesaes
[receeses) ATEI-1TaatAr-TLETEIMBEIEY, CmmmE-gTiTiizEZ
am-rzoz - omr - mieas - ey
Parvehnd [Lngg
e 2 1130 8 - 18,30 epasTesed af AdeisleTestie
sa-zzem 2 s} My Dy
Taa Fiwtanid e [ - S ———- Y SRR CaE-E3~m1 3 S .
= - SalleEE-CHaED
B PTESTE | D T L]
amezam 2z
TW-1EE3 - CERE - TIEIM - 3 - 3 - IEOSGEIEEL
Panchnd [Lng
Epe—— 21130 8 - T, I0-CepasTmasD af AfaisleTestie ]
Taa FivEanii . O T Bwrmamam—, £ i rre—— e A",
BizTeneanaE apaz-ma-m Fiwcanidic =
= = {TIOEEZETING. | selCeswSssseessIGmsDlTlesr—sesrasldsCICediss= | | EaITeEc=ousl o
e TR peameaa-oues 0
Fazaanan 1axz

EJBCA connector logging

The MyID EJBCA connector supports logging. For information on how to enable this
logging, contact customer support quoting reference SUP-286.
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